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1. Introduction

A typical virtualized environment often consists of a mixed infrastructure of end devices: FAT
client systems (e.g. desktop or notebook computers) are usually used by employees to
additionally access applications that are not executed on their PCs but centrally (e.g. on
terminal servers). Thin clients are generally used to provide users with a complete virtualized

working environment that is centrally controlled and managed.

This document provides an overview of the various options for using DrivelLock in virtualized
environments together with Citrix. A basic understanding of the use and configuration of
DriveLock is helpful. Further information on the use and configuration of DriveLock can be

found online at https://drivelock.help.

2. USB drive control in Citrix environments
DriveLock's built-in support for Terminal Server sessions enables secure and flexible control of
drive usage within Terminal Services client sessions, including local fixed and removable drives

on client computers and thin clients.

In order to better understand the possibilities of UBS interface control, it is helpful to take a
closer look at the technical conditions from two different perspectives. Firstly, from the Citrix

side and then from the technical perspective of the DrivelLock agent.

2.1. The Citrix view
Citrix Workspace allows two different types of drive connections into a terminal session: ICA
Client Drive Mapping and USB Redirection (Generic). Whether and which of the two types are

available (it can also be both) is defined in the Citrix policy in Citrix Studio.

In addition, a corresponding configuration can also be set via an administration interface for

the thin clients (e.g. in Igel UMS).
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Configuration

B Sessions Summary
B Global Session Options
v [ Citrix XenDeskiop / XenApp
. Citrix Receiver Selection
¥ [ HDX/ICA Global
B server Location
I LocalLogon
B Window
B Keyboard
» [l Wapping
. Firewall
B Options
W naveusBRedrecion
i Fabulatech USB Redirection
B HDX Wulimedia
B Codec
+ [ Unified Communications
I Legacy ICA Sessions
» I Citrix StoreFront'Web Interface
» Il Citrix Self-Senvice
» I RDP
» I Horizon Client
B “ppliance Mode
» [ Caradigm
I Leostream
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|Vendur D ‘ Product ID ‘Name

Search

Apply and send to thin client

Save Cancel

1.1.1 ICA file redirection / ICA client drive mapping
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In Citrix Workspace, this method is called "Optimized". In Citrix Studio, on the other hand, it

is called "File redirection". In Citrix Workspace, you can recognize the corresponding

redirection in the Citrix session by the marked "Redirect":

@ Citrix Workspace - Preferences X

Devices File Access Connections Display Monitor Layout

You can use devices on your local machine and the remote session, depending on the virtual
channel support for the device (optimized or generic) and policy restrictions.

Device Current Connection Redirect to Session Virtual Channel

= FOIICY Restrciea

‘ '-P Dell Inc. HID Device (V...

Local machine Redirect
== Policy Restricted
Dell Inc. HID Device (V...
‘ "I’ Local machine Redirect
Sms=  Policy Restricted
Logitech USB Receiver
‘ lI’ Local machine Redirect

Smm=  Policy Restricted

| .,I; USB Disk 2.0 Local machine Redirect
S Optimized Remote session : : Switch to generic

Refresh Cancel
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There you can also switch between the two methods by clicking on "Switch to generic" (or

"Switch to optimized").

The "Optimized" variant uses Citrix's own protocol to provide a virtual network drive in the

user's virtual desktop:

b Music DriveLock Mobile.app File folder

. SharE 7 DLMobile

S

B videos |- TestMobileApp1.tdt

Application 33.116 KB

Text Document 1KB

~ [ This PC
Il Desktop
2| Documents
& Downloads
== Local Disk (C: on SUP-MUC-WIN10)
wa Local Disk (D: on SUP-MUC-WIN10)
D Music
== Network Drive (V: on SUP-MUC-WIN10)
&=] Pictures

> e Removable Disk (F: on SUP-MUC-WIN10)

B videos

i Local Disk (C:)

- LocalTsVolume (D:)

From the user's perspective, the drive appears in the session as a "Removable Disk" with the
addition "Drive letter on Thinclient-Name". Technically, this is a virtual network drive, a so-

called client drive mapping.

Settings can also be made via the administration interface of the thin client manufacturer for

the thin clients (e.g. in Igel UMS):
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4 > ~ L] il 14pp  » HD Global ™ Mapping ™ Drive Mapping

[¥] Activate Drive Mapping
Configuration

Drive Mapping

Related Configurations
Storage Hotplug

USE access
A
control

‘ Sessions Summary
. Global Session Options
v [ Citrix XenDeskiop / XenApp
[ citrix Receiver Selection
¥ [ HDX/ICA Global
B Server Location
B LocalLogon
B window
. Keyboard
v [ Wapping
[ Drive Wapping |
B coMPorts
I Frinter
I Device Support
B Firewall
. Options
B Native USB Redirection
B Fabulatech USB Rediraction
B HDX Multimedia
B Codec
»+ [ Unified Communications
B Legacy ICA Sessions
» M Citrix StoreFrontWeb Interface
» [ Citrix Self-Service
+ [ ROP

Enabled
Yes

‘ Local Drive Path ‘ Read Access ‘ Write Access
Idevisdb yes yes

| Drive to map
u

Search

Apply and send to thin client Save
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With this type of drive sharing, there arevarious technical restrictions, such as a maximum file
size and a maximum size of the entire data carrier, which vary depending on the version of
Citrix Workspace or Citrix Receiver and the version of the server software. These restrictions
are documented on the Citrix website. The advantage of sharing drives in this way is that files

can be accessed quickly, and any network latency (delays) are practically irrelevant.

1.1.2 USB Redirection

The second method of sharing is called "Generic" by Citrix and is also displayed accordingly in

Citrix Workspace:

@ Citrix Workspace - Preferences x
Devices File Access Connections Display Monitor Layout
se devices on local mach and gl 0

Device Current Connection Redirect to Session Virtual Channel

FOIICY RESINCTEa

Dell Inc. HID Device (V...
YI' Local machine Redirect
Policy Restricted

Dell Inc. HID Device (V...

y 5

'I Local machine Redirect
Policy Restricted

Logitech USB Receiver
V' nachine Redirect
I Local machine ledirect
Policy Restricted

USB Disk 2.0
vIJ

Remote session Redirect Switch to optimized

Generic

Refresh Cancel

This variantis a so-called USB forwarding, i.e. the network cable acts as a (very) long USB cable
and the USB device is connected directly to the server with the help of the Citrix software. As
a result, it is also visible in the Windows device manager and behaves like a USB stick

connected to a Windows PC from the user's perspective.
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&) Pictures

B Videos

‘i Local Disk (C:)

w LocalTsVolume (D:)
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v @ Network
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2.2. The DrivelLock view

A
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Network Drive (V: on
SUP-MUC-WIN10)
~ >

@) DVD Drive (E)
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DriveLock can handle both ICA client drive mapping and USB redirection and lock or unlock

drives accordingly. However, as these are different technologies, control within the DriveLock

policy takes place in different places with different whitelist rules.

Drives that are connected using the "Generic" method are treated as "normal" USB devices

from DrivelLock's point of view and controlled accordingly.

Drives that are connected via the "Optimized" method are not USB devices as such, but are

controlled in DriveLock via the device category "Citrix XenApp (ICA) client drive mappings" (or

"Windows Terminal Services (RDP) client drive mappings" if the RDP protocol is used):

55 Settings
= User interface settings
E Server connections
& Trusted certificates
E File storage
© Multilingual notification messages
7 Configuration filters
B Self-service groups
EDR
Drives
‘r.‘ Settings
@ Removable drive locking

= Drive whitelist rules

<
o
P

% File filter templates

&4 Drive collections

|

ElFloppy disk drives

() CD-ROM drives

& USB bus connected drives

Firewire (1394) bus connected devices
’- SD card drives (SD-bus)

&P Other removable drives

& Fixed disks (eSATA and other non-removable, non-system har..
D Encrypted volumes

¢ Network drives and shares

@WebDAV- based network drives

L,’:bWindows Terminal Services (RDP) client drive mappings

Locked
Locked
Locked
Locked
Locked
Locked
Not configured (Not locked)
Not configured (Not locked)
Not configured (Not locked)
Not configured (Not locked)
Locked

Citrix XenApp (ICA) client drive mappings Locked

Under "Removable drive locking", the default status for these drives can be set as usual:

© 2024 Drivelock SE. All rights reserved. Proprietary & Confidential.
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Citrix XenApp (ICA) client drive mappings Properties ? X
Permissions  Filter /| Shadow Encryption Options  Drive scan

Citrix XenApp (ICA) client drive mappings
O Allow (default)

® Deny (lock) for all users |

* Deny (lock), but allow access for defined users and groups

User or group Read Wrte Exec...

Add Remove

There is an important difference here compared to "normal” USB sticks: the "Optimized"
protocol does not know any hardware data. This means that - as this is not provided for in the
ICA protocol specification - there is no information about which specific USB stick is hidden

behind such a drive. Thisis remedied by the "DriveLock Virtual Channel" (described in section

2.3 described in more detail).

If no Virtual Channel is in use, exceptions can therefore only be released using the ICA drive

letter, which can usually be specified by the thin client administration software:
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> ~ 1>

Configuration

User Inte

Network

Devi
» [ Printer
v [ Storage Devices
[ Storage Hotplug

B Automount

B Biuctooth
B USB access control

Search

ge Hotplug

[¥] use storage hotplug beep
[¥] show storage hotplug message

Message timeout

y and send to thin client

Default permission | Readnrite '] Related Configurations
HOX/ICA Global -
(] Enable dynamic client drive mapping | Drive Mapping
ﬁaDFFI‘p(‘i\gnhal- Drive
Number of storage hotplug devices ‘2 |
= i
[¥] Private drive letter for each storage drive Disk Remoysl
A In-Session Contral
Start storage drives with this drive letter. {H V] [E4] Bar
ICA Read Access for storage hotplug devices {yes V] = USE access
control
ICA Write Access for storage hotplug devices {yes V]
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A"Terminal services drive mapping rule" is the correct type of drive rule for such an exception

in the DriveLock policy.

'T.’ Configuration filters
(8 Self-service groups
2% EDR
~ [ rives
o} Settings
[a Removable drive locking
~ £ Drive whitelist rules
% Whitelist template rules
5 uss-sticks
A File filter templates
¢} Drive collections
(@ Authorized media
18 Devices
% Network profiles
(@] Applications
@ Encryption
7 Defender Management
ﬁ Security awareness
B Inventory and vulnerability scan

Operating system management v

Terminal serv

drive ma

generic flash disk SfeeSdaa

Locked with exc..

@ Drivelock - [m] X
®f File Action View Window Help - & X
s 2 XE= H H S P 2238
W8 INC07206-iPhone-canNotBeAccessed-LkrMir ~ || Vendor ID / Rule type Module name Serial number Status Rule type Comment
v Global configuration Enter text here 7| Enter text here 7| Enter text here 7| entertexth. 7] Entertexth.. ] Enter text here
{5} Settings
Bl User interface settings 423 CD-ROM drives Locked with exc.. Baserule Amt 53: Réntgen-DVDs
9 USB bus connected drives Locked with exc.. Base rule Standard: USB-Anschluss fi
B Server connections
8 Trusted certificates 424 CD-ROM drives Locked with exc.. Base rule Standard-Regel
2
D Philips DPM4-Harddisk Locked with exc.. Drive rule Digitale Diktiergerate
Bl File storage "
© Multilingual notification messages Wl generic flash disk Locsd Driva il

Drive rule

Terminal servic.

Block TeminalService Drive)

The usual options for whitelist rules can be set there, but the rule is not identified by vendor

and product ID, but by protocol and virtual drive letter:
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New drive exception Properties ? X
Encryption Options Drive scan
General Permissions Fitter | Shadow Time limits

Rule applies to terminal services client drive mappings.

=%=  The rule is based on the drive letter within the terminal session.
Use your thin client management software to define fixed drive letters
for specific device types.

Drive letter F -

Client protocols ] RDP (Windows Terminal Services)
1 ICA (Citrix XenApp)

] Active
Comment

Block TeminalService Drive F
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The remaining settings correspond to the options given in other rules, e.g. you can authorize

certain users (groups) to access such a drive:

Drive locking behavior
O Allow

© Deny (lock) for all users

@ Deny (lock), but allow access for defined users and groups

User or group Read  Write Exec...
& SUP\citrixUserFC
Add... Remove

© 2024 Drivelock SE. All rights reserved. Proprietary & Confidential.
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As explained above, the "Optimized" protocol does not allow the transfer of hardware data.

The DrivelLock Virtual Channel was developed to enable this data to be identified anyway. This

Virtual Channel is software that runs on the thin client, collects the required hardware data

there and transmits it to the server (within a so-called "Virtual Communication Channel" in

the ICA protocol - hence the name).

This enables the DriveLock agent to recognize which hardware belongs to which drive letter

within an ICA session.

The DriveLock Virtual Channel is already pre-installed on IGEL devices or in IgelOS and only

needs to be activated via the IGEL administration interface.

ITCO0EOC519B784

4 > A I ¥ System ® Firmware Customization *» Features

Configuration

[ AppliDis
[] Asset Inventory Agent

[ Cafe wireless

[¥] Caradigm Appliance/Session
¥ Cendio ThinLinc

[V Citrix Flash Redirection

[V Citrix Multimedia Redirection
[ Citrix Receiver

[¥] Citrix StoreFrantWeb Interface
(¥ Gitrix XenDesktop Appliance
[ custom Partition

) deviceTRUST

u nterface

Network

[ Time and Date
» I Update
» [ Remote management
+ [ Remote Access

+ [ Power Options [¥] Diktamen Dictation
¥ [ Firmware Custamization [ & oriveLock
» [ Custom Partition ] Evidian Autiler

W Custom Application
» [ Custom Commands
» [l Corporate Design
» M Environment Variables
W Features

-

[¥] Extra Font Package
[¥] Fabulatech USB Redirection

[¥] Fluendo GStreamer AAC Decoder
[¥] Fluendo GStreamer Codec Plugins
[ Grundig Dictation

(V] Hardware Video Acceleration

[¥] 1BM i Access Client Solutions

[ Imprivata Appliance

nnnnnnnnnnnnnnnnnnnnnnnnnn

Apply and send to thin client
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» Citrix XenDs fXenApp ™ HDX/ICA Global

- riveLock channel
Configuration

|_| deviceTRUST channel
(] Diktamen Channel for Dictation
(] Grundig MMC channel for dictation with Grundig devices

[] Nuance channel for dictation

» Wapping * Device Support

Related Configurations
Smartcard
& Senvices
B sessions Summary
B Global Session Options
v [ Citrix XenDeskiop / XenApp
B citrix Receiver Selection
v 3 HDX/ ICA Global
B server Location
B Local Logon
B window
B Keyboara
v [ Wapping
B Drive Mapping
B couPorts
B Frinter
B Device Support
B Firewall
B options
B native USB Redirection
B Fabulatech USB Redirection

(] olyCom Channel for Dictation with Olympus Devices
[ signotec signature pad channel

(] StepOver signature pad channal

[ Philips speech channel for dictation

B HDX Mulimedia
B codec
+ [ Unified Communications
Il Legacy ICA Sessions
» I Citrix StoreFront'Web Interface
» M Citrix Self-Service
» [l RDP

FLi

Apply and send to thin client Cancel

It is available for download for Windows-based thin clients. For other thin clients, please

contact the thin client manufacturer.

To test the availability of the Virtual Channel, connect to the server in an ICA session. Then
connect a USB device to the thin client and open a command prompt in the ICA session.
Executing the command "dlvirtualchanneltest list" displays the hardware data that was

transmitted using the Virtual Channel.

@ Command Prompt — [u] x

If the Virtual Channel is set up correctly, "normal"” USB whitelist rules can also be used for ICA
file redirection within the DriveLock policy. Devices are then released based on the

transmitted hardware data.
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If the Virtual Channel is not available, it can only be shared via the drive letter.

3. Temporary sharing of USB drives
An additional function for temporary device release is available in DriveLock for terminal

servers: "Unlock Terminal Services drives".

w DriveLock - [DriveLock\Operating]

File Action View Help
e« 2 B

W Drivelock
(9 Groups
~ [T Policies

-
[™ Computer-specific policy customizat r 1
7 Policy assignments r -
~ [ Drivelock Enterprise Services [sup-muc
H servers

[ Tenants
@ Product packages and files
[ Software packages

[=7)
_ = Content AddOn packages (SecAy — m A
v 35 Agent push installstion = Agent remote Network preboot .
B Per-server global settings E control @ otk adowed files
5 Automatic push groups / OUs S

~ @ Drivelock File Protection
53 Centrally managed folders
5 Users and groups
v H Certificates

Operating

& Centificate requests
£ Active certificates
# Revoked certificates
o - Operating
1 Agent remote control
@ Network pre-boot computers
2 Shadowed files

Unlock Terminal Service drives
&S|  Unlocks Terminal Service drive mapping (RDP and ICA) for specific users and/or servers

Using this function, itis possible to make a release on the terminal server or a terminal server

farm only for certain user sessions.

The user to be released is therefore first selected in the corresponding wizard:
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Temporarily unlock agent

Temporarily unlock agent
Please select users for terminal service unlock

[-] Select users for terminal service unlock

Users

an Citrix User

Add... Remove

Cancel

Then select the Citrix server(s). This setting is saved so that you only have to select all servers

in the farm once.

Unlock multiple computers

Select computers to unlock
Select all computers you want to unlock temporarily.

Create a list of computers and groups to be unlocked:

Computer
@ suP-MUC-TSO1

Remove

con

Cancel

After selecting the other options and the duration of the release, sessions of the selected user

are searched for on all servers and these are temporarily released. This means that the user

© 2024 Drivelock SE. All rights reserved. Proprietary & Confidential.
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can then use USB drives within their session, for example. However, the share does not apply

to other users who are currently logged on to the server.

4. Encryption of external USB drives

If you use "Generic", the encryption of drives with all features works in the same way as on a

local computer (since the drive is "normally" available under Windows).

If you use "Optimized", there are some technical restrictions for manual encryption. However,

automatic encryption works as usual.

Necessary settings for this:

) settings Enter text he >

+ @ Global configuration ~ || setting Value

v

ﬁ! User interface settings &, Enforced encryption method for remavable media
:ZTZ;?::E‘:Z /4 Available encryption methods for removable drives
El File storage
C Multilingual notification messages
7 Configuration filters
o Self-service groups
2% EDR
- [ Orives
5 Settings
[l Removable drive locking
v . Drive whitelist rules
* Whitelist template rules
) usB-sticks
% File filter templates
£ Drive collections
# Authorized media
73 Devices
4 Network profiles
[@ Applications
~ @ Encryption
{5 Settings

Container based (DriveLock Encryption 2-Go)
Container based (DriveLock Encryption 2-Go)

Select encryption type: only "Container-based" should be available.

- o E_Io.va\cun‘.gurel-on “ || prionity Description Comment
5 Settings M lowest  Administrator-Kennwort
=] erface sett S ifil i i
4 Usar intarface setting B lowest  Zertifikatsbasierte Kennwort-Wied_

B Server connections

B Trusted certificates
B File storage
=) Multilingual notification messages Generl

New rule Praperties ? *

57 Canfiguration filters

L Desaription
- ‘EERSPH"MKF groups Zortifkatsbasiorte Konnwort- Wisdsrharstallung
~ [& Drives Ceriificate-based mocvary usss a master certificate to siore encaypiad meovery
5} Settings information in each container. The private key of the master certificate is

it
[ Removable drive locking requined o perfam recovery.

v = Drive whitelist rules Cerificate fle  DLDWRecovery.cer

Cerificate fle w | Properties.
Create newi_

A Whitelist lemp\ata rules
9 UsB-Stieks
4 File filter templates Options
&3 Drive collections
#) Authorized media
L= evIces
4 Network profiles

Select existing..

Add recovery nformation 1o existing containers that 6o not contain recovery
information

@ Applications Na offine recovery - do not upload recovery information to DES

~ @ Enayption Comment

{5 settings

{§ Drivelock Disk Protection

[& itLocker Management

L Bitlocker To Go

« [ Drivelock Enayption 2-Go Ok Cancel Apply

5 settings
. Container password recovery
& Enforce encryption

& Drivelock File Protection

Rule status
Active
Active

Create recovery information for container encryption.

© 2024 Drivelock SE. All rights reserved. Proprietary & Confidential.

page 14 of 21



) DriveLock

securing your digital tomorrow

Edit the settings under "Enforced encryption". The following settings are recommended:

Properties ? X

General Settings Encryption Volume creation
Password settings
Mount or create encrypted drives using these settings

) Use administrative password, don't prompt user

® Prompt user for encryption password |

2] Attempt to mount using administrative password first

(1 Disable any administrative password for new containers
[[] Users can disable administrative password for new containers

The administrative password is set using DriveL.ock Encryption 2-Go |
Container password recovery

Disk space usage
® Use entire drive for encrypted container
[] Fill any remaining empty space on drives
[ Leave empty space of 0 .| KB
O Leave unencrypted space on drives

Unencrypted space 0 = MB percent of drive

] Maximum size of encrypted container | 100 . MB

The maximum container size can be set if there are restrictions for the thin clients or ICA

protocols/Citrix receivers used. The usual ICA restrictions (2 or 4 GB maximum file size) are

known to the DrivelLock agent.

Properties ? X

General Settings Encryption  Volume creation

Eneryption algorithm AES =
Hash algorithm SHA-1 =
File system FAT i
Cluster size Default

Volume label

&4 Perform quick format (do not encrypt complete container)

© 2024 Drivelock SE. All rights reserved. Proprietary & Confidential. page 15 of 21
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Quick Format should be selected, otherwise the initial encryption will take a very long time.

IGEL thin clients can be accelerated here via the DrivelLock Virtual Channel.

Properties ? X

General Settings Encryption Volume creation

|Preserve existing data (move existing data into encrypted container)

7] Copy DrnvelLock Mobile Encryption to unencrypted portion
1 Copy Mac OS X version
[ Create autorun file (AUTORUN.INF)

] Use customized autorun settings

1 Use custom local temporary folder during volume creation
By default temporary files will be stored in the user's profile

(1 Hide encrypted container file

] Automatically reformat file systems not supporting more than 4 GB to exFAT
(default) or NTFS

Perform quick-format
Format to NTFS instead of exFAT

[1 Let user decide about reformatting

Existing data should not be saved if possible (for performance reasons). Copying large

amounts of data using the ICA Optimized method is not very performant.

Once these settings have been made, the default state for forced encryption can be set under

"Removable drive locking" - as usual:

© 2024 Drivelock SE. All rights reserved. Proprietary & Confidential. page 16 of 21



Citrix XenApp (ICA) client drive mappings Properties ? X

Permissions Filter/ Shadow Encryption  Options Drive scan
~/||Require drive to be encrypted
Automatically encrypt unencrypted media

Encrypt on first write attempt (allow unencrypted read access)
Strict checking for encrypted media (no non-DriveLock files allowed)

Do not automatically mount encrypted media

OK Cancel

In the ICA session, this then looks as usual:
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[l TestDeskTop - Desktop Viewer
Recycle Bin

S

Citrix Files

IP Address:

Calibr

[ =
Pictw

Puste A G S —
*, > W Laufwerk versc
o

T2 s 1 i Laufwerk verschliisseln
Firefox £

(
Notepad+

[[JDiese Sette nicht mefr anzeigen|
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& Laufwerk verschlisseln X
Verschlusseites Laufwerk wird formatiert
Bite warten Sie, wahrend das verschiusselte Laufwerk formatiert
wird
Mobile Encryption Application wird kopiert
. _—h y
< |
] J
—
Back Ned Cance Help

& Downloads A Neme - Date modifiec

u Local Disk (C: on SUP-MUC-WINT0)
a Local Disk (D: on SUP-MUC-WINTO)
b tusic
= Network Drive (V: on SUP-MUC-WIN10)
& Pictures
< Removable Disk (E: on SUP-MUC-WIN1D)
B videos
i Local Disk (C:)
= LocalTsVolume (D)
<= Removable Disk (G:)
~ b Network
I Client\
I iGELW10
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At the end, you have connected a new encrypted drive in the ICA session.

If you then connect the drive to another ICA session, the mount dialog also appears:

. Verschlisseltes Laufwerk verbinden

verbinden

Dieser Assistent begletet Sie durch die
Schritte. die notig sind. um das
verschlusselte Laufwerk
"\\Client\FS\EEDATA.DLV" zu
verbinden.

[[]Diese Sete nicht mehr anzeigen:

< Back Cancel

Verschiliisseltes Laufwerk

X

© 2024 Drivelock SE. All rights reserved. Proprietary & Confidential.
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Please note that, depending on the ICA receiver/Citrix workspace used, you sometimes have
to clickon the client drive mapping for the mount or create dialog to appear. This problem

does not normally occur with thin clients, but it does occur with some versions of Windows.

5. Further information
Further technical articles and white papers as well as the complete documentation of the

DriveLock Zero Trust platform are available at https://drivelock.help.
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